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Managing and Prioritizing IT
and OT Investments

To optimize the value of tech investments, federal agencies
must systematically evaluate information technology and
operational technology with a view to long-term costs.

Making the right technology investments is becoming increasingly difficult for federal agencies. Many
encounter a host of challenges around IT and OT transformation projects, including limited investment
dollars, the added complexities of generational transformation products, and a tendency to return to
past solution providers rather than explore best-of-breed options. All these factors can compromise an
agency’s future operations through subpar performance and prohibitive long-term technology cost, and
could even lead to failed transformation projects.

Many of these challenges can be addressed with more holistic and strategic technology selection
criteria. Common mistakes include focusing on near-term software cost rather than the total costs of
technology ownership, neglecting to prioritize composable solutions, and lacking a strategy to motivate
IT investment. Many organizations also underestimate the risk of doing nothing: Old legacy systems are
expensive to maintain and frequently full of known and unknown security vulnerabilities. They can also
hold organizations hostage with their inflexibility in meeting modern business demands.

Agencies can greatly improve their long-term project success by doing just three things: 1) calculating
the total cost and total value of ownership, 2) identifying core IT transformation success criteria, and 3)
systematically evaluating and prioritizing IT and OT investments.

Total Cost of Ownership (TCO) Total Value of Ownership (TVO)

Software costs: subscriptions, upgrades, Business-process impact

maintenance, and/or perpetual licenses
Efficiency impact

Hosting costs: cloud hosting, servers, networks, o
HVAGC, storage, IT software, utilities, and facilities Strategic alignment

Administration costs: acquisition, renewals, Architecture alignment

oversight, and security. Risk-profile reduction

Customization and integration costs: labor, tooling
(IDEs, delivery pipelines, QA, etc.), and training

Reduced time to market

) Direct cost savings
Costs of outages and downtime

- ’ k Indirect cost savings
Inability to respond to business requirements

Increased time to market
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Calculate Total Cost and Total Value of Ownership

Total cost of ownership (TCO) and total value of ownership (TVO) are critical metrics for federal agencies
to consider when evaluating a technology investment. These calculations are particularly importantin
government software acquisition processes because software investments are often generational. That
makes it essential to deeply understand the total costs and potential savings of any tech investments
since they willimpact budgets for years.

Calculating the TCO of a software investment means estimating the total expenses that will be incurred
during that technology’s life cycle. That includes the purchase price and other expenditures, like the cost
of acquisition, cost of ownership, cost of maintenance, cost of usage, cost of poor quality, and cost of
disposal. In almost all cases, the ongoing costs of a software investment will far exceed its purchase price.
Fully understanding how expensive a piece of software will be to maintain—and, later, dispose of —helps
decision makers better evaluate seemingly comparable software solutions to understand their relative
value.

Similarly, calculating the TVO of a software investment means
estimating the total business value that a piece of software is
expected to deliver over its life cycle. This includes factors like
beneficial returns, reduced time to market, strategic alignment,
business-process impact, architecture alignment, direct payback,
and improved risk profile. Like TCO, TVO helps give organizations
a holistic understanding of the relative value they will realize from
different technology options.

TCO
TVO

A

TVO-vs.-TCO

Understand Success Criteria

Federal agencies can increase the likelihood of successful technology acquisition and implementation by
understanding key success criteria for IT investments. Best practices in federal technology acquisitions
entail conducting the following processes and analyses to ensure a comprehensive understanding of how
the technology compares with other options in relation to key success criteria:

Strategic
Planning

Agile Modernization

Current State Framework

CreationofanIT
roadmap and IT strategy
alignment, identification

of high and low impact
areas, assessment of
long-term focus.

A Future State Definition and
sses§ment fecreement Prior_itiza_tion Implementation
Evaluation and a Identification of needs &lhmeline Assessments of

quantification of software
inventory, end users,
security risks, business
value, and challenges.

/

and trends, classification
of decisions as reversible
or non-reversible.

Estimations of effort, cost,

risk, and value.

scalability, reliability, and
maintainability, followed
by continual refinement
based on those
assessments.
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Create a Systematic Software Evaluation Process

Establishing a systematic software evaluation process for prioritizing IT investments and choosing
software is critical for successful IT and OT implementations. An effective software evaluation process
includes evaluating the potential technology acquisition from the following perspectives:

Attention to future strategy and needs

A focus beyond technology to include people and processes
Integrated change management

IT staffing capacity

The project’s total cost of ownership and total value of ownership

Sunset legacy systems that are no longer needed

The Costs of Failed IT Projects

Obvious Costs Hidden Costs

(@) Software costs (@) Loss of expected efficiencies

@) Labor costs @) Loss of expected value

@) Administrative costs @) Software extension costs for legacy system

(@) Contract termination costs

Risk of running a noncompliant system and security
breach (Reputation and Legal)

@
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By calculating TCO and TVO, identifying success criteria, and creating a systematic software evaluation
process, federal agencies can implement a holistic and strategic approach to their IT and OT investments.
A more comprehensive process will significantly improve your technology acquisition decision-

making and reduce the likelihood of failed investments or projects that have a net negative impact on
departmental operations and budgets.

Guidehouse has significant experience helping federal agencies evaluate, select, and implement
successful technology investments. Our process focuses on people, processes, and technology, with
people always coming first in that equation. We are technology-agnostic, believe in human-centered
design, and integrate change management at every stage of the process. Guidehouse brings a broader,
more comprehensive, and longer-term vision to federal transformation projects —greatly improving your
chances of success.

Contacts

Ruben Perello
Partner
rperello@guidehouse.com

Amit Grover
Director
agrover@guidehouse.com

Jerry Eshbaugh
Director
jerry.eshbaugh@guidehouse.com

About Guidehouse

Guidehouse is a leading global provider of consulting services to the public sector and commercial
markets, with broad capabilities in management, technology, and risk consulting. By combining our

public and private sector expertise, we help clients address their most complex challenges and

navigate significant regulatory pressures focusing on transformational change, business resiliency, and
technology-driven innovation. Across a range of advisory, consulting, outsourcing, and digital services, we
create scalable, innovative solutions that help our clients outwit complexity and position them for future
growth and success. The company has more than 16,500 professionals in over 50 locations globally.
Guidehouse is a Veritas Capital portfolio company, led by seasoned professionals with proven and
diverse expertise in traditional and emerging technologies, markets, and agenda-setting issues driving
national and global economies. For more information, please visit www.guidehouse.com.
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