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Chapter 4

The Developing Partnership

Between Financial
Institutions and Law
Enforcement

Navigant Consulting, Inc.

Claiborne (Clay) W. Porter

Robert Dedman

Introduction

Financial institutions of all types, regulators, and law enforcement
across the globe recognise the vital importance of information
sharing in the fight against terrorism and financial crime.
Experience has shown that efficient, timely information sharing by
a bank, broker-dealer, or a money services business (MSB) with law
enforcement can often help prevent a terrorist attack or dismantle a
crime syndicate.! Indeed, according to the Financial Action Task
Force on Money Laundering (FATF), which was founded in 1989
on the initiative of the G7 to develop policies to combat money
laundering (ML), “[E]ffective information sharing is one of the
cornerstones of a well-functioning anti-money laundering/counter-
terrorist financing (AML/CTF) framework”.

A. Required Information Sharing vs. Public-Private
Partnerships

Information sharing through formal reporting requirements and
statutorily required committees composed of law enforcement and
members of the financial services industry is the typical mechanism
through which these entities share information. As a general matter,
this method of information sharing is most often in the form of
information being passed from the financial institution to law
enforcement — the financial institution reports suspicious activity to
law enforcement, or another regulatory authority.

Public-private partnerships, on the other hand, are a two-way
street. Typically set up in the form of a committee or a working
group, these partnerships have representation from both the public
sector (federal, state, and/or local law enforcement and regulatory
authorities) and the private sector (banks, MSBs, broker-dealers,
and other financial institutions). Membership in the partnership
may often depend on the committee or working group’s area of
focus, such as financial crime typologies. Ideally, it is intended that
information flows freely in these partnerships among the members,
and each member reaps a benefit from participation. For example, if
typologies are the focus, banking representatives share information
with law enforcement on a specific ML typology they have found in
their compliance work. Law enforcement and regulators would in
turn share information that would help the bank when identifying
certain typologies or schemes related to typologies, which may help
the banks adjust and adapt their transaction monitoring or refine how
their financial intelligence unit (FIU) is conducting investigations
into these typologies, as appropriate.

B. Current Trends in Public-Private Partnerships

In the United States, statutorily mandated information sharing, such
as Suspicious Activity Reports (SARs) and Currency Transaction
Reports (CTRs), has existed since the advent of the Bank Secrecy
Act (BSA) of 1970. Public-private partnerships between financial
institutions and law enforcement, where members of banks and
law enforcement convene to discuss current trends in anti-money
laundering enforcement, have existed about the same amount of
time, though most are informal and often on an ad hoc basis.

With the passage of the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001 (USA PATRIOT Act), public-private
partnerships have taken on greater importance as financial institutions
and law enforcement working to enhance their cooperation in the
fight against terrorist financing and financial crime. And in the
past five years, as BSA and sanctions enforcement increased, many
financial institutions have been requesting a greater emphasis to be
placed by the U.S. government on public-private partnerships.

Outside of the U.S., the concept of public-private partnerships
has already taken root, as foreign banking regulators crack down
on money laundering and terrorist financing (ML/TF) in their
jurisdictions and regulators become more active.

The intent of this chapter is to identify the current information
sharing mechanisms and the public-private partnerships existing
today and offer potential reforms designed to further improve
the process. To be sure, informal and confidential public-private
partnerships addressing immediate threats are always taking place —
this chapter, however, is devoted to public partnerships that address
systemic ML/TF compliance efforts.

History of Information Sharing Between
Financial Institutions and Law Enforcement

Information sharing can be divided into two broad categories:
statutorily mandated information sharing; and information sharing
in the form of public-private partnerships, where law enforcement
and industry come together to discuss matters such as certain
ML typologies, risks, and best practices for prevention. These
partnerships are formal and informal — from organised meetings with
select bank members to informal exchanges of information between
a broad range of financial institutions and law enforcement.> As
public-private partnerships have grown in value and sophistication,
they now often appear to be at the forefront of proposed reforms in
the U.S. and the focus of some foreign law enforcement initiatives
to tackle financial crime.
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A. Mechanisms for Sharing Information between
Financial Institutions and Law Enforcement

In the U.S. and the United Kingdom, statutorily mandated
information sharing between law enforcement and financial
institutions is a linchpin of AML/CTF law.

1. United States: The Role of the BSA and the USA PATRIOT
Act Section 314(a)

In the U.S., the BSA and the USA PATRIOT Act both explicitly
mandate information sharing with law enforcement.® The filing of
SARs, first required in the BSA and then further expanded in the
USA PATRIOT Act, are for the direct benefit of law enforcement
and other public-sector enforcement authorities.* For example,
Section 314(a) of the USA PATRIOT Act specifically states that a
federal, state, local, or foreign law enforcement agency investigating
ML/TF may request that the U.S. Department of the Treasury,
Financial Crimes Enforcement Network (FinCEN)® solicit, on its
behalf, certain information from a financial institution or a group of
financial institutions.® Since 2015, FinCEN has sought to enhance
the standard 314(a) requests with case-specific contextual briefing
for institutions assessed by FinCEN to possess relevant data.
Typically, 314(a) contextual briefings take place approximately
every six weeks with up to 10 cases reviewed each year.”

Another example of U.S. statutorily mandated information sharing
is the Bank Secrecy Act Advisory Group (BSAAG). In March 1994,
BSAAG was established by the U.S. Treasury Department pursuant
to the Annunzio-Wylie Anti-Money Laundering Act of 1992. The
BSAAG serves as a forum for the financial industry, regulators,
and law enforcement to communicate about how SARs, CTRs, and
other BSA reports are used by law enforcement and how the record
keeping and reporting requirements can be improved in an effort to
enhance their utility while minimising costs to financial institutions.
BSAAG organisation members are selected by the secretary of
the treasury to serve a three-year term with an individual designee
of the organisation representing that member at biannual plenary
meetings.®

2. United Kingdom: Section 7 of the Crime and Courts Act

2013

Like the U.S. and other jurisdictions, there is always formal and
informal sharing of information between UK law enforcement and
UK financial services firms. Of particular note, the Crime and
Courts Act 2013 established the National Crime Agency (NCA),
which replaced the Serious Organised Crime Agency, and includes
a section that explicitly allows disclosure of information to the NCA
if the disclosure is made for the purposes of the exercise of any NCA
function. Section 7, which allows the NCA to share information
with third parties, is also the legal basis for the NCA’s participation
in one of the leading information sharing public-private partnerships
in the UK, the Joint Money Laundering Intelligence Taskforce
(JMLIT).?

In February 2015, the JMLIT was established as an NCA initiative
created in public-private partnership with the financial sector to
tackle high-end ML. It was developed with partners in government,
the British Bankers’ Association, law enforcement, and over 20
major UK and international banks. A management board oversees
JMLIT’s activities and reports to the Financial Sector Forum,'® the
NCA, and the Financial Conduct Authority (FCA), with ultimate
oversight by the UK Home Office, a ministerial department

supported by more than 30 agencies and public bodies." The

JMLIT’s primary objectives are to:

a. Improve the collective understanding of the ML threat
(Detect).

b. Inform the prosecution and disruption of ML activity
(Disrupt).

The JMLIT’s two main working groups, the Operational Group and
the Expert Working Group, seek to identify vulnerabilities in the
UK AML/CTF system. Specifically, in 2016 and 2017, the JMLIT
and its groups were credited with multiple operational outcomes,
including 63 arrests of individuals suspected of money laundering
and the forfeiture of 7 million pounds of suspected criminal funds.!?
3. Suspicious Transaction Reporting Globally

Like the U.S. and the UK., many countries’ AML/CTF laws include
a requirement to share information with law enforcement and/or
regulatory authorities. In fact, the legislative requirement to report
suspicious activity to law enforcement entities is almost universal.
Nearly all FATF-member countries have enacted legislation to
require:

a. The criminalisation of money laundering.

b. Reporting of suspicious transactions.

c. The establishment of an FIU.

d. International law enforcement cooperation and information

exchange agreements with non-U.S. governments.

It should be noted that the establishment of such legislation, however,
does not necessarily imply full compliance with international
standards. '

For a chart of countries requiring the filing of suspicious transaction
reports and the AML/CTF legislation for each country, see
Appendix A.

B. FATF’s Consolidated Standards on Information
Sharing and Existing Public-Private Partnerships

Internationally, many countries are stepping up information
sharing between public-private entities in response to nearly 30
FATF recommendations and the requirements of seven Immediate
Outcomes in the FATF Methodology for assessing effectiveness.'
In particular, FATF’s recommendations focus on facilitating access
to, and sharing of, beneficial ownership information and relevant
information on nonprofit organisations.

1. Specific FATF Recommendations on Information Sharing

FATF recommends that financial institutions and their directors,

officers, and employee should be:

a. Protected by law from criminal and civil liability for breach
of any restriction on disclosure of information imposed by
contract or by any legislative, regulatory, or administrative
provision, if they report their suspicions in good faith to the
applicable FIU.

b. Prohibited by law from disclosing or tipping off the fact that
a suspicious transaction report or related information is being
filed with the FIU."

2. Notable Public-Private Partnerships and Best Practices

Six countries currently have public-private partnerships consistent
with FATF recommendations worth noting here: Australia; Canada;
Hong Kong; Singapore; the UK; and the U.S. Of these six, Australia
and the UK provide interesting examples of the public-private
information sharing partnership model. The other partnerships,
such as the U.S.’s BSAAG, will be discussed below. For a detailed
breakdown and comparison of the six countries’ public-private
partnerships, and their potential limitations, see Appendix B.

a. Australia’s Fintel Alliance

To date, the Fintel Alliance appears to be the only example
where law enforcement and industry participants are co-
located in “hubs” and have access to analytical IT resources.
Such a setup likely has been key to the Fintel Alliance’s
success as it provides for “actionable real-time intelligence”.'®
Publicly launched in March 2017, the Fintel Alliance is led
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by the Australian Transaction Reports and Analysis Centre
(AUSTRAC), which serves as the Australian FIU, as a
public-private partnership between government agencies and
private financial institutions. The Fintel Alliance partnership
includes AUSTRAC, as the supervisor, six banks, a major
digital money transmitter, a money-service bureau, and
multiple law enforcement agencies. The Fintel Alliance also
invites international law enforcement authorities to engage
as members of the Operations Hub (see below), such as the
UK’s NCA.

Additionally, the Fintel Alliance consists of “Operations
Hubs” and “Innovation Hubs”, which allow law enforcement
and financial industry professionals to collaborate on cases
and engage in focused dialogue, as well as to work on
“creative business models and design new AML/CTF controls
in their changing environments.”"” Such collaboration also is
designed to build trust and confidence among the participants.

b. UK’s JIMLIT

A key element of any successful partnership is a consensus on
goals and objectives among the participants and stakeholders.
Tackling financial crime seems to be no different. A coherent
strategic approach among the participating public-private
institutions appears to be of critical importance. The
UK’s JMLIT is an example of such a functional strategic
alignment, as the JMLIT’s thematic priorities follow from
the UK National Risk Assessment'® process. Specifically, the
JMLIT’s priorities reflect strategic law enforcement priorities
and consultation with regulated entities on threat priorities.

Existing Practices

Public-private partnerships may take on many forms and shapes,
and there does not appear to be a one-size-fits-all type of structure
that can work for all nations and institutions with varying profiles
and footprints. Financial institutions may establish relationships
directly with their local law enforcement agencies. Regulators and
governing bodies may seek support from their international peers
who are farther along in building their AML/CTF regimes.

Certain elements, however, frequently emerge as best practices in
the public-private information sharing model. In addition to real-
time access, co-location, and the strategic alignment of goals and
priorities, common themes among successful partnerships include
the following:

A. Tone-at-the-Top

Tone-at-the-top has shown to be a cornerstone of a successful
national financial information sharing partnership, just like it is a
foundation of an effective and functional AML/CTF compliance
programme. High-level support from political and business
stakeholders is one of the key principles of a successful financial
information sharing partnership programme. A mandate for the
public-private partnerships seems to help enable the participants to
work under a shared objective and dedicate significant resources and
efforts."”

For example, the UK Home Secretary sets the tone-at-the-top by
mandating relevant enforcement agencies to engage with JMLIT.
Additionally, JMLIT’s crossover of personnel between the public-
private sector has seemed to help facilitate trust and confidence, as
well as alignment of national law enforcement, private sector, and
JMLIT priorities.?

B. Robust Governance Structures and Oversight

Examples of well-designed public-private working arrangements
include:

1. JMLIT’s Management Board: fulfils governance functions
and reports to the Financial Sector Forum, which consists of
senior leaders from regulators, government, banks, and other
stakeholders.

2. Fintel Alliance: publishes a detailed Member Protocol,
covering objectives, governance, information security,
vetting, and dispute resolution arrangements.

3. The FinCEN Exchange: a voluntary public-private
information sharing partnership for law enforcement and
financial institutions that aims for law enforcement and
FinCEN to share typologies learned on illicit finance threats
with financial institutions to help them identify illicit activity
and for the financial institutions to provide law enforcement
with feedback on SARs 22223

C. Technology and Analytical Capability

The use of technology is also a key part of a financial information
sharing partnership design. Experience has shown that AML/CTF
partnerships are more likely to be successful when they use and
aspire to develop new technological solutions for real-time threat
sharing and responses to information requests. For example, one
of the key missions of the Fintel Alliance is to enable innovative
systems of financial transactions and payments to emerge through
its Innovation Hub. The Fintel Alliance also benefits from a
dedicated Foundations Program Board, which helps shape its
strategic direction, including IT innovation and tools.?*

Suggested Enhancements in the U.S.

In the U.S., true public-private partnerships appear to be in the very
beginning stages of formation, with the contours yet to be decided.
The FinCEN Exchange is a helpful start and will hopefully be a
harbinger of more public-private partnerships. As these initiatives
crystallise into full partnerships, the following recommendations
will maximise their usefulness.

A. Real-Time Dialogue and Feedback Loops

Real-time dialogue and a consistent feedback loop between law
enforcement and private sector financial institutions.

Feedback Loops

A true public-private partnership will be a continuous feedback
loop — a two-way street — where feedback from law enforcement
and regulators to financial institutions on whether the SARs they
are filing, and the typologies they are using, are relevant and useful
to investigations, and financial institutions are adjusting approaches
and sharing additional information based on the law enforcement
feedback. The need for a better feedback loop between law
enforcement and regulatory authorities and the private sector is not a
new recommendation for reform, but it grows increasingly necessary
in today’s environment. For example, the Clearing House> recently
suggested that better coordination and communication between
law enforcement and financial institutions would help “reconcile
competing U.S. government priorities and align their effect on
financial institutions, while creating efficiencies”.?
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In addition to feedback to financial institutions on what is useful (and
not useful) in their SAR filings, regularly scheduled meetings among
financial institutions and law enforcement where law enforcement
highlights highly valuable SARs (on an anonymous basis), or where
there is concern that highlighting a particular SAR may reveal an
investigation, highlight the typology of a certain scheme found in
the SAR and further discuss the portion of the transaction that the
bank cannot see (anonymously). These meetings could provide
the private sector invaluable information on how to conduct their
reviews and investigations of potentially suspicious activity.

B. The FIU “Sandbox” and Safe Harbor

Forming effective public-private partnerships may require some
legislative fixes and cooperation among the various regulators and
law enforcement agencies.

1. Legislative Recommendations and Remedies

Industry professionals and organisations, including the
Clearing House, have suggested that FinCEN propose
amendments to the Safe Harbor provision in the USA
PATRIOT Act. Recommended amendments include a
broader definition of activity to include other types of crime
and a broader scope of parties covered by Safe Harbor,
including technology companies and other nonfinancial
services firms.”” These amendments are designed to assist
the private sector by clearly stating the boundaries around
what information may be shared and with whom, and what
information cannot be shared.?

Another method proposed by industry professionals and
organisations to increase information sharing through
legislation is the creation of an FIU “sandbox” — a shared
utility or database of SARs and SAR information that could
be accessible not just by law enforcement and regulatory
authorities, but by certain cleared individuals from private
financial institutions. The purpose of the FIU sandbox would
be the free exchange of information on potential suspicious
individuals and entities for the sole purpose of detecting and
preventing financial crime.

2. Other Options

Other options could include the use of formal agreements or
service level agreements among law enforcement, regulators,
and financial institutions to allow financial institutions to
provide data and information on trends and patterns of
observed customer behaviour without liability for potential
programme or reporting failures. Another option is the
creation of working groups and/or committees dedicated to
specific trending topics, such as the use of machine learning
in detecting financial crime, which would meet on a regular
basis (e.g., monthly) and include representatives from the
financial industry, law enforcement, and regulators. A larger
working group or committee could also be created to focus
on law enforcement and regulatory priorities and trends
emerging from ongoing investigations and reviews, like the
FinCEN Exchange, to better convey information on these
subjects back to private industry. Working through these
data privacy concerns will likely always be a challenge
with sharing information between law enforcement and the
financial services industry and will therefore need to be
closely reviewed as sharing agreements are formalised.

Conclusion

Criminals engaged in money laundering and other financial criminal
activity are continuously inventing new ways to try to evade
law enforcement and escape detection by financial institutions.
For decades such criminals have leveraged inefficiencies and

fragmented information sharing to bolster their illegal activity.
To improve the chances of defeating such illegal activity, law
enforcement, regulatory, and private-sector responses must come in
a similar dynamic and innovative fashion. The current domestic
and international information sharing partnership approach appears
to be a turning point in the right direction, but continued reform to
innovate the frequency and flow of information is necessary and
must be imminent. Further, experience has shown that information
sharing partnerships can improve their effectiveness by focusing
their efforts on building more trust and promoting the free flow of
information between public-private institutions, with the intention
of taking a collective approach, and broadening to international
partnership and information sharing.
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2017. (Clearing House Report). Additionally, in October
2009, for instance, the Counter-Terrorism Implementation
Task Force (CTITF) of the United Nations recommended
that more be done to include the private sector, especially
financial institutions, as partners in fighting terrorism
financing. Specifically, the CTITF recommended that law
enforcement and regulatory authorities “should provide more
information and invite more feedback on the implementation,
effectiveness, and design of [CTF] measures”. See CTITF
Working Group Report, “Tackling the Financing of
Terrorism”, October 2009, at 10 (Recommendation 32)
(CTITF Report). The CTITF further recommended “regular
dialogue” be conducted between the public and private sector,
to facilitate the design and adoption of appropriate regulation.

See Clearing House Report. Additionally, the Clearing House
recommends revising the AML/CTF supervision structure to
have FinCEN claim singular responsibility for large financial
institutions. The Clearing House Report argues that only about
four banks account for almost half of the total amount of SARs
filed to FinCEN, https://www.theclearinghouse.org/~/media/
TCH/Documents/TCH%20WEEKLY/2017/20170216
TCH_Report AML_CTF_Framework Redesign.pdf.

This is also a recommendation from the CTITF. See CTITF
Report at 9 (Recommendation 28).
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Appendices

Appendix A — Chart of Countries Requiring Suspicious
Transaction Reporting

Appendix A may be found at the following link: https:/www.
navigant.com/-/media/www/site/insights/gic/2018/business-

crime-2019-appendix-a-8-8-18.pdf?utm_source=ICLG&utm_
medium=Appendix%20A&utm_campaign=Business-Crime-Guide.

Appendix B — Comparison of Public-Private Partnerships in Six
Countries

Appendix B may be found at the following link: https:/www.
navigant.com/-/media/www/site/insights/gic/2018/business-

suspicious-activity-reporting/. Thus far, information shared

crime-2019-apx-b-8-8-18.pdf?utm_source=ICLG&utm_
medium=Appendix%20B&utm_campaign=Business-Crime-Guide.
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