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Executive Summary

Government services are increasingly at risk by the new technologies that enable
them. Sophisticated cybercriminals, hackers, and malicious actors now attack state
and local government technology systems daily and seek to inflict financial,
reputational, and physical damages to their targets. By nature of their large
organizational structures, limited budgets, and complex political landscapes,
government IT departments face a myriad of challenges in responding to these
threats. Guidehouse identifies 10 key trends in cybersecurity that should be at the
top of every state and local government CISO’s mind for 2020 as they decide how
best to lower their security risk profile.

Introduction

Gone are the days when random hackers or teenagers running code in their basements posed the greatest
cybersecurity threats. Now, state and local governments are top targets of well-funded professional

cyber criminals. Using various means to debilitate business processes, steal public records or data, and
extort unprepared organizations for ransom, cases abound of governments being caught unprepared or
ill-equipped to respond and recover from a cyberattack. For example, in March 2018, the City of Atlanta
was paralyzed by a hack that held the city hostage! The Atlanta Municipal Court could not validate warrants
and police reports had to be done by hand for almost a week. One month later, the Colorado Department

of Transportation was impacted by a similar attack, seriously limiting the agency’s functionality and costing
over $1M in damages to its system.?® Authorities continue to speculate on the sources of these attacks,
butitis clear that they are not the work of random hackers. Rather, they are the work of nefarious criminals.
Responses and patches are only met by attackers adjusting their tactics to find new points of entry, new
vulnerabilities, and new means to damage government services and reputations.

Politicians tout the cost savings made possible by technology and automation in their states and
communities. Citizens appreciate increased access and greater convenience of renewing alicense
online or enrolling in health insurance. However, these improvements rely on state and local government
IT departments to ensure that agencies function and deliver the services citizens need. E-government
services with single sign-on access portals, user-friendly websites, and online payments are becoming
political priorities. Internet of things capabilities unlock new revenue-saving and monitoring opportunities.
IT functions spread across multiple agencies are undergoing consolidation to enjoy economies of scale.
By nature of accessing these government services and operating in local jurisdictions, citizens increasingly
provide valuable data to government servers. These forces all combine to exponentially increase the
amount of data managed by government, expand interdependencies between systems, and heighten
security risks and responsibilities.

Given the cybersecurity challenge to address new and evolving threats in an era of e-government, how can
CISO's prioritize their efforts and make inroads on building a more resilient government IT infrastructure?
We identify several leading trends in cybersecurity, emerging threats, and potential solutions that should be
on the top of CISOs mindsin 2020.

"Lily Hay Newman, “Atlanta Spent $2.6M to Recover from a $52,000 Ransomware Scare,” Wired, April 23, 2018. https://www.wired.com/story/atlanta-spent-26m-recover-
from-ransomware-scare/

2Benjamin Freed, “Colorado has spent more than $1million bailing out from ransomware attack,” StateScoop, April 10, 2018. https://statescoop.com/colorado-has-spent-
more-than-1-million-bailing-out-from-ransomware-attack/

3Colorado Department of Transportation, “CDOT Cyber Incident: After-Action Report,” July 17, 2018. https://www.colorado.gov/pacific/dhsem/atom/129636
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Human Factor Users are often the weakest link in an era of increasingly sophisticated attacks. While quickly procuring
and deploying technology is alluring to address a daunting cybersecurity threat, the best cybersecurity
in Security: defenses are thoughtful about the people and processes embedded in any technology system. Phishing
attacks, a form of social engineering using deceptive tactics to trick you into disclosing personal
o information such as user names and passwords, against state and local systems occur daily, oftenin
Cybersecu r|ty IS the hundreds, if not thousands for larger states and cities. It is estimated that more than 55% of all e-mail
traffic was spam in 2017#and that 4% of all internet users fall for a phishing attempt.> Most systems are
Often focused on compromised within minutes of a cybersecurity incident and breaches in the public sector often go
technology, undetected for years making swift reporting of potential incidents critical. ®

without
recognizing the
role of people and
processin
preventing attacks

Incident It takes an average of 197 days for an organization to become aware of a breach and 69 days to containiit.”
Due to the nature and sensitivity of data stored in them, government information systems and applications
Response: are an attractive target for cybersecurity adversaries. State and local governments must face the reality
that it is not a matter of “if” you will be breached, but “when” and how you will respond. Responding to a
. cybersecurity incident appropriately ensures the confidentiality, availability, and integrity of data stored in
It IS nOt a matter Of government systems. Having incident response policies, plans, and procedures in place is critical in guiding

gy H government organizations and agencies to respond to an incident and minimize the impact and resulting
If yOU WI” be disruption of services.
breached, but
“When”

4Symantec Corporation, “Internet Security Threat Report (ISTR): Volume 23,” March, 2018. https://www.symantec.com/content/dam/symantec/docs/reports/istr-23-
2018-en.pdf

5Verizon, “2018 Data Breach Investigations Report: Executive Summary,” 2018. https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_
execsummary_en_xg.pdf

8Vlerizon, “2017 Data Breach Investigations Report,” 2017. https://www.ictsecuritymagazine.com/wp-content/uploads/2017-Data-Breach-Investigations-Report.pdf

"Ponemon Institute sponsored by IBM Security, “2018 Cost of a Data Breach Study: Global Overview,” July 2018.
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Workforce
Development:

Attracting and
developing talent
amidst a cyber-
skills shortage
impacts all
organizations and
is especially acute
in the public sector

Identity
and Access
Management:

Ensuring the right
people have the
right accessto the
right resources at
the right time
throughout the
employee lifecycle

Cybersecurity and advanced IT skills are in high demand as organizations, both public and private,
compete for talent to protect themselves from sophisticated attacks and meet new compliance
obligations. Private sector companies and service providers offer monetary incentives that are difficult for
public sector IT organizations to compete with. Schools and universities increasingly emphasize IT and
cybersecurity training to expand the cyber workforce and match job training to in-demand skills. As cyber
criminals constantly seek new means of entry to exploit vulnerabilities or inflict damage on key systems,
cybersecurity teams must constantly evolve with these threats, developing new skills and maintaining
awareness of new developments across the wide field of cybersecurity.

Security professionals refer to identity as the new security perimeter. Physical and network security
perimeters have been rendered less efficient as modern business and technology processes are
increasingly distributed by interconnected networks and technologies such as web services, software as
aservice (SaaS), and dispersed workforces that work remotely or access services from various endpoints.
When done correctly, identity and access management (IAM) ensures the right people have the right
access to theright resources at the right time. Implementing an effective IAM strategy encompasses
many technologies including user provisioning, single-sign on, privilege access management, password
management, role based access control, multi-factor authentication, compliance and user recertification,
and identity proofing. These technologies coupled with an overall IAM strategy introduce identity
governance and automation reducing the risk of unauthorized access and limiting the expansiveness of a
breach.

3 Guidehouse | Local Governments, Global Threats: Top of Mind Cybersecurity Trends for State and Local Leadersin 2020



Application
Security:

Critical business
functions depend
on applications
that are only as
safe as their code
and the attention
devoted to them

Cloud Security:

Don'tlet “economy
of scale” also apply
toyour
cybersecurity
weaknesses

State and local governments deploy various off-the-shelf and in-house applications to carry out day-to-
day functions and deliver services to their constituents. Both internal and constituent facing applications
are under constant threat of attack starting with the application code. Faulty code or vulnerabilities result

in data breaches, leaks, and disruptions to staff work and service outputs. The cost of fixing vulnerabilities
after an applicationis released in production is 30 times more than in the design and architecture phases of
the software development lifecycle (SDLC).2 Therefore it is more important than ever to proactively identify
and remediate code related vulnerabilities and defects in the earlier phases of the SDLC.

Enabled by virtualization technologies and the ubiquitous presence of the internet, cloud technology
applies economy of scale principles to software infrastructure with the mission of making them cheaper
and more reliable. Many technology solutions are now shifting to “as-a-service” models and away from on
premise technology. Following the path of private sector organizations, state and local governments are
lowering on premise server and software costs and relinquishing data and processes to cloud technology.
With this shift comes the challenge of protecting the data that organizations have distributed to cloud
providers.

&1BM, “Minimizing code defects to improve software quality and lower development costs,” October 2008. ftp://ftp.software.ibm.com/software/rational/info/do-more/
RAW14109USEN.pdf
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Mobile Device
Security:

Staffand
constituents now
carry arisk to your
IT infrastructure in
their pockets

loT Security:

The proliferation of
loT devices
createsan
exponential
security threat

Anincreasing amount of online transactions are shifting from desktop computers to mobile devices. In
October 2016, worldwide mobile internet traffic surpassed desktop traffic for the first time, a trend that has
only continued. The ubiquity and convenience of mobile devices and mobile-enabled applications has lead
public sector staff and the public at large to increasingly rely on these devices to access state services

and business applications. While these devices improve convenience for constituents and efficiency for
state workers, they introduce new security vulnerabilities. These security risks include vulnerabilities in the
mobile device technology stack (e.g. security update delays, jailoreaking), mobile networks (e.g. data/voice
eavesdropping, tracking), physical systems (e.g. tampering, theft), and mobile applications (e.g. vulnerable/
compromised applications). Coupled with common bring-your-own-device (BYOD) policies, these risks
pose significant threats to public sector IT infrastructure.

Network enabled sensors and controls are being installed in everything from industrial valves to
refrigerators and washing machines introducing the ability to monitor, control, and update these devices
remotely. This internet of things (IoT) opens up new opportunities for asset tracking and management, but
alsoincreases risks of hacking and security vulnerabilities. Symantec reports there was a 600% increase in
hacking attacks onloT devices between 2016 and 2017. The introduction of remote access and monitoring
creates many security challenges, especially as security updates and firmware patches need to be sent to
the individual asset level. Weak security in a Wi-Fi enabled toaster could be exploited to access other parts
of the network and hackers are also exploiting supply chain vulnerabilities seeking out the weakest link in a
software or manufacturing supply chain. As connected devices become more common and depended on
to deliver key services, the security threatinan loT world is exponential.

¢StatCounter, “Mobile and tablet internet usage exceeds desktop for first time worldwide,” November 1, 2016. http://gs.statcounter.com/press/mobile-and-tablet-internet-
usage-exceeds-desktop-for-first-time-worldwide

°Department of Homeland Security, “Study on Mobile Device Security,” April 2017. https://www.dhs.gov/sites/default/files/publications/DHS%20Study%200n%20
Mobile%20Device%20Security%20-%20April%202017-FINAL pdf

""'Symantec Corporation, “Internet Security Threat Report (ISTR): Volume 23,” March, 2018. https://www.symantec.com/content/dam/symantec/docs/reports/istr-23-
2018-en.pdf

2Nicky Woolf, “DDoS attach that disrupted internet was largest of its kind in history, experts say,” The Guardian, October 26, 2016. https://www.theguardian.com/
technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
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Monitoring and
Logging:

Effective
monitoring
provides areal-
time view of an
organization’s
security status and
identifies
vulnerabilities that
may be exploited
by adversaries

Disaster
Recovery and
Cyber Resilience:

Prepare for the
worst by
understanding
your existing
capabilities and
the investments
needed to recover
quickly froma
disaster event

Government organizations and agencies require continuous monitoring of their critical infrastructure to
identify and quickly respond to cybersecurity incidents at an early stage. In the public sector, breaches
often take years to discover, leaving IT infrastructure and data at risk until it's too late to protect against
leaks or unauthorized access. Proactive monitoring and logging solutions provide organizations the ability
to monitor activities and reporting options to analyze threats allowing faster remediation of vulnerabilities.
Many compliance programs and regulations such as PCI, HIPAA, FISMA, and FedRAMP require
organizations to have monitoring and logging capabilities in place to meet prescribed levels of security.

Data loss and technology disruption costs can be catastrophic for an organization. Ransomware,
malware, natural disasters, and human error each threaten critical data and technology that drive business
processes. Financial and reputational damages can be extensive and it may take days, weeks, or months
to bring systems back online or for services to return to normal. High-profile ransomware cases in recent
years such as that in Atlanta highlight the importance of introducing resiliency into core systems and
developing a disaster recovery plan to respond to inevitable disruptions.

8Verizon, “2017 Data Breach Investigations Report,” 2017. https://www.ictsecuritymagazine.com/wp-content/uploads/2017-Data-Breach-Investigations-Report.pdf
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Conclusion

From eliminating a trip to the DMV to selecting health insurance, technology has transformed government.
It has increased access to critical services, improved government customer service, expanded citizen
engagement, and streamlined the bureaucratic processes government is most known for. The challenge
now is how to protect these benefits from the destruction or disruption of malicious actors. Deploying
technology in government increases security risks and requires a thoughtful and coordinated response
to prepare for inevitable attacks, leaks, and data loss. The key ideas and themes introduced above
provide a short list of priorities for the coming year that should be on the top of mind for state and local
government CISOs. All of these ideas rest on a belief that any security strategy must be guided by
business requirements, taking into account the people and process at the heart of any IT organization.
State and local government CISOs have an obligation to protect the data of their constituents and protect
the technologies that make government work well. The ideas above are first steps in a more robust and
constantly evolving strategy of resilience for state and local government data and systems.
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