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KNOW YOUR CUSTOMER:

Get it Right

The 5 Pillars of BSA
Customer Remediation
AML and Cyber Security
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BY JONATHAN SHIERY

HE ABILITY TO IDENTIFY, SCOPE AND REMEDIATE OPERATIONAL ISSUES

that cause harm to your customers has become a key regulatory expectation coming out
of historic settlements and monumental regulations. Regulations such as Dodd Frank,
and the Truth in Lending Act-Real Estate Settlement Procedures Act (TILA-RESPA) have
cost financial institutions in the U.S. and Europe at least $128 billion.
In 2013, the Consumer Financial Protection Bureau (CFPB)
published guidance on “responsible conduct” that, if followed,
can potentially result in enforcement leniency. This guidance includes proactively self-policing for potential violations, promptly
self-reporting to the Bureau when it identifies potential violations, quickly and completely remediating the harm resulting
from violations, and affirmatively cooperating with any Bureau
investigation above and beyond what is required. In April 2015,
the CFPB reiterated their position that 100% remediation to consumers is “non-negotiable.”
The CFPB will be asking the following questions when customer
harm has been identified:
1. What steps were taken upon learning of the misconduct?
2. How long after the misconduct was uncovered did it take to
implement an effective response?
3. Were there any consequences imposed on the individuals
responsible for the misconduct?
4. Did the party take prompt and effective steps to preserve information, identify the extent of the harm to consumers, and
appropriately recompense those adversely affected?
5. In situations where the harm caused by the violation goes
beyond the amounts the victims may have paid to the party,
did the party identify and implement additional ways to completely redress the harm?
6. What assurances are there that the misconduct is unlikely
to recur?
7. Did the party improve internal controls and procedures designed to prevent and detect a recurrence of such violation,
as well as remove harmful incentives and encourage proper
compliance?
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Customer remediation can impact a few to tens of thousands
of customers, and vary greatly in cost and retribution. The
actual customer remediation can vary from cash payouts and
letters to account and credit reporting corrections. Customer
remediation can also be required as a result of operational
errors such as manual input errors, technological defects or
limitations, process changes, regulatory changes, and process
gaps. Such errors can require financial compensation to the
customer (e.g. fees, payment applications, etc.), and/or nonfinancial corrections (e.g. address information, letters, etc.).
Although there is no ‘one-size-fits-all’ remediation approach
because every institution needs to adjust to its organizational
structure and operating environment, institutions should strive
to achieve the following best-in-class objectives:
■■ Recover customer confidence and reputation via accurate,
complete, and timely remediation;
■■ Mitigate or minimize the losses of an operational breakdown
by quickly identifying and controlling the root cause;
■■ Improve the organization’s capabilities to manage and respond
to operational issues causing customer harm through a repeatable and scalable remediation process; and,
■■ Increase the transparency of operational issues and corrective
actions for senior management, compliance, and regulators.
Financial institutions are making significant investments to develop
a remediation capability as a result of business and regulatory requirements to mitigate regulatory, operational, and reputational harm.
This article will discuss the following topics relating to designing and building an effective remediation capability:
■■ Benefits and limitations of applying the Hub and Spoke Operating Model;
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“How you think
about your customers
influences how you
respond to them.”
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—Marilyn Suttle

‘Best-In-Class’
Remediation
Capability

Leveraging the Capability Maturity Model to develop a bestin-class blueprint; and,
■■ Five best practices to implementing a remediation capability.
■■

Hub and Spoke Operating Model Overview:
Designing a “best-in-class” remediation capability starts with
identifying the processes, connections, and decisions necessary
to create an effective operating model.
For example, how does the remediation process:
1. E
 nable transparent and consistent decision making in a controlled environment?

2. Ensure completeness and accuracy of root
cause identification, impacted customer populations, and remediation approaches?
3. Take advantage of economies of scale and knowledge
sharing?
4. C
 ommunicate and respond to key senior management, regulator, and compliance stakeholders?
5. E
 mpower individual lines of business to be responsive and
flexible while ensuring all business and regulatory requirements are satisfied, including incorporating revised forms,
procedures, software processes, additional training, and any
other corrective action to regain compliance?
Because most financial institutions include several lines of businesses (LOBs), the Hub and Spoke operating model will likely
be the optimal choice. The Hub and Spoke model aims to take
advantage of the efficiencies and standardization that come with
centralized governance, complimented with the flexibility and
responsiveness of decentralized execution.
The model is named after a wagon or a bicycle wheel, where
the center of the wheel (enterprise) is connected with a series of
spokes (LOBs). The aim of the “Hub” is to improve efficiency,
reduce costs, and implement enterprise performance standards
by centralizing service activities and support functions. For
example, centralized project management and quality testing
reduces management overhead and role redundancy while
enabling best practices and lessons learned to be applied horizontally to each remediation. The Hub and Spoke is not a new
concept and has been used in a number of different capacities
within the Financial Services industry from front line branch operating models to Information Technology (IT) operating models.
In the Hub and Spoke formation, strategic decisions are made
at the enterprise level in the hub, with feedback from the business
units in the spokes. This has been accomplished by implementing
a centralized cross functional group in order to serve the various
business units with a common set of services, templates, software,
and knowledge.
Examples of roles and responsibilities the Hub may perform are:
■■ Building and sustaining executive commitment and leadership
for remediation excellence;
■■ Monitoring quality of remediation efforts and reporting progress
to executives and regulatory agencies;
■■ Determining common performance standards (templates, communication plans, quality plans, issue management, reporting,
etc.) and language to be used by the remediation teams;
■■ Managing dependencies; providing a forum and mechanisms
for reviewing and prioritizing remediation resources, resolving
escalated issues, conflicts, lessons learned, etc.;
■■ Exerting financial and schedule control; and,
■■ Assessing and managing remediation risks.
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The “Spokes” or LOBs will have the expertise that is needed to
fix the operational breakdown. Decentralizing remediation execution accountability will provide the LOB flexibility to customize
their remediation plans and procedures within the centralized
governance and framework.
Examples of roles and responsibilities the Spokes may perform are:
■■ Ensuring the root cause of the issue was correctly and fully
identified;
■■ The mitigating controls are implemented;
■■ The remediation plans (e.g. financial retributions, communications, operational readiness, account review procedures) are
comprehensive and accurate; and
■■ Remediation execution is accurate and complete.

Benefits and Limitations of the Hub and Spoke
Operating Model:
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and repeatable process that leverages shared services support
structures;
3. Fostering a continuously improving operation by increasing
transparency and accountability through the ability to centrally
monitor and tune remediation performance; and
4. Increasing operational effectiveness through the sharing of
cross-functional knowledge, expertise, and best practices.
However, the challenge with centralization is “red tape” that
can cause resistance, bureaucracy, and process bottlenecks. In
order to prevent unnecessary drag on the remediation process,
organizations can draw on customer centric principles to find
the optimal balance of centralized governance and decentralized execution:
■■ Prioritize customer experience when making decisions;
■■ Understand how the work gets done (the value stream);
■■ Continuously look for opportunities to improve and simplify
the process;
■■ Remove wasteful steps that do not protect customer experience, increase timeliness and quality, decrease costs, and ensure
regulatory compliance; and
■■ Manage by facts that are data driven where appropriate and
reduce variation.
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Implementing the Hub and Spoke operating model can benefit
financial institutions that need scalability while managing resource
constraints. The four leading benefits of centralized remediation
hubs are:
1. Protecting the customer experience, ensuring compliance, and
reducing losses by establishing consistent enterprise standards
around performance and quality;

2. Reducing cost and redundancy of roles through a scalable
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Five Steps to Implementing a Hub and Spoke
Remediation Framework
Once the operating model has been rightsized, its success will be
dependent on the implementation of the framework. This involves
publishing a remediation policy, deploying the Hub, establishing
remediation processes, pilot testing, and converting over to the
new enterprise framework.
Below are some key steps to accelerate the remediation process
deployment.
Step 1: Publish a robust Remediation Policy:
The cornerstone to a best in class remediation framework will
be the policy. As Adali Stevenon once stated, “bad administration can destroy good policy; but good administration can never
save bad policy.”
A good policy balances the needs of many users. Below are
fundamental policy sections that should be considered and defined
in a remediation framework:
■■ Intent—Communicate the objective of the remediation policy,
organizational benefits, and what the policy includes.
■■ Definitions—Establish a consistent language across the enterprise. For example, how will the enterprise define “customer”
(e.g. retail and investors)?
■■ Scope—Clearly dictate what remediations are in and out of scope
(e.g. customer impacting vs. non-customer impacting issues).
■■ Triage—Dictate the set of characteristics that factor into triaging
remediations (e.g. regulator identified, customers impacted,
financial impacts, enterprise wide).
■■ Root Cause Analysis—Outline the approach that identifies
what, how, and why an issue occurred, including the action
plan and mitigating controls to prevent recurrence.
■■ Governance and Oversight—Communicate how policy adherence will be monitored, including quality review standards (e.g.
three levels of defense, sampling methodologies, and systemic
reviews).
■■ Process Requirements—Define the remediation milestones and
expected deliverables for checkpoint approvals (e.g. root-cause
identified, population impact assessed, customers remediated).
■■ Reporting, Service Level Agreements (SLAs), Key Performance
Indicators (KPIs)—Define what activities and performance the
process reports on (e.g. volume, total recovery time, number
of impacted customers).
■■ Documentation Requirements—Set expectations that documentation is tenable and can independently withstand regulator
and audit reviews. Reinforce consistency and standards with a
centralized location, standardized templates, and user examples.
■■ Exceptions and Escalations—Provide direction when process
exceptions or other matters for escalation occur.
■■ Recertification—Set policy recertification expectations to confirm alignment with business needs. Updates to policy should
follow a sound change and version control process.
Step 2: Deploy the Hub to coordinate Enterprise
Remediation Management
Once a policy has been published, the monitoring and reporting
components of the frame work can be turned on by deploying
the Hub.

There are three quick wins that the Hub can achieve to gain
momentum:
1. Assess the remediation universe: Engage the LOBs to organize
the remediation portfolio currently in process and establish
an intake pipeline to capture new remediations.
2. Identify the Remediation Champion: Identify the person
who is responsible for championing a consistent remediation process across the LOBs and report progress to senior
leadership.
3. Commence governance meetings: Drive executive focus by
scheduling periodic governance meetings with senior leadership to review the remediation portfolio.
Step 3: Establish the Customer Remediation Processes
Establishing the detailed processes, including roles and responsibilities, risks, and controls will allow the Hub and Spokes to
assess business impacts and secure resources.
This includes selecting what functions reside in the Hub or the
LOB. Activities that use transferable skills such as independent
testing and project management are frequently Hub candidates,
where the root cause analysis and customer harm assessment
require business expertise and are better suited in the LOB.
It is imperative to socialize initial drafts with performing teams
for feedback to ensure the framework is comprehensive and practical. Visible support for the policy during socialization will be
needed and should be evident from senior leadership to prevent
resistance to change.
Step 4: Pilot remediations
Testing the policy and process through remediation pilots will
allow the organization to iron out procedural wrinkles and unintended consequences. It is recommended to run a pilot remediation in each LOB to identify what does and does not work
for the spokes.
One key benefit of pilot testing is that it can greatly reduce
unanticipated problems and provide an opportunity to redesign
aspects of the framework before implementing enterprise wide.
Step 5: Convert over to the new remediation
framework
At some point, the enterprise will need to select a conversion date.
Unfortunately, remediations do not begin and end in unison.
There will be remediations that are “in-process” at conversion,
and it may not be advantageous to send the case back through
the framework.
Forming a defined baseline criteria (e.g. any remediation still in
root cause assessment) that dictates which “in-process” remediations are required to comply with the framework will establish
clear expectations and less disruption on Day 1.

Five Key Insights of a Best-In-Class
Remediation Framework:
An enterprise-wide remediation capability will be a transformational
journey that will incur challenges such as missed stakeholders,
misinterpreted expectations, bottlenecks, and process gaps. However, by establishing a few best practices, success will be possible.
Continued on page 8 ➜
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Remediation Capability
Maturity Model
by Jonathan Shiery

The Capability Maturity Model
defines five “maturity” levels by associating common characteristics
of processes to each level. Level
one indicates that no remediation
framework is in place and level five
demonstrates characteristics of a
best-in-class remediation framework.
Conducting a Capability Maturity
Assessment allows an organization
to create a shared vision using a tool
that easily measures progress and
leverages industry insights and lessons learned.
The below assessment is an illustration of the capability maturity
assessment levels and their respective characteristics.
L EVEL O N E

No Remediation Framework
Before the remediation framework
is defined, processes used to correct
customer issues are typically decentralized at the functional unit within
the LOBs with little or no governance.
At this level, it is not uncommon
to see a culture of “It is better wrong
than late. We can always fix it later.”
Operational issues are often presented with minimal analysis, and
as the root cause and impacts are
better understood, significant rework
is required to “change the tires on the
car while driving.”
Since the process is not standardized or well documented, it is nearly
impossible to audit and conclude that
the remediation was accurate and
complete. In some scenarios, an operational fix can be one-off, and does not
prevent reoccurrences in the future.
Success is often correlated to individual heroics to correct the issue,
and not on proven processes for root

6
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cause analysis and effective remediation responses. At this level, there
is little or no information sharing,
and therefore limited or no ability to
repeat successes.
L EVEL TWO

Remediation Framework Initiated
This is the “Atari Version” of the framework. It will function at very basic
levels, have limited capabilities, and
a number of wrinkles that will need
to be worked out. The organization
will start to implement a governance
structure through limited documentation of processes, plans, and standards.
This will kick-start the benefits of information sharing, mostly in identifying best practices, lessons learned, and
institutional knowledge.
Some of the key objectives of this
phase include:
■■ Building a repeatable success
formula from continuously
socializing expectations across
multiple channels;
■■ Educating through learnings to
increase effectiveness; and
■■ Addressing unintended
consequences of the initial design
(e.g. missed stakeholders, process
gaps, unrealistic expectations, etc.).
L EVEL THR EE

Defined Remediation Framework
At this level, the capability will be
consistently leveraged to remediate
operational issues impacting customers. Organizations will begin to see an
increase in effectiveness as the capability becomes an accepted organizational process for operational issues
causing customer harm. There will be
opportunities to hold cross functional
meetings to discuss process challeng-

es, review methodologies and technology, and to exchange best practices.
Some of the key objectives of this
phase include:
■■ Establishing a set of remediation
governance policies to
communicate uniform
expectations;
■■ Implementing critical technology
infrastructure for operational
support; and
■■ Defining key metrics to monitor

quality, efficiency, and effectiveness.
L EVEL F O U R

Managed Remediation Framework
At this level, financial institutions can
identify ways to adjust the process
to address particular remediation
without measurable losses of quality.
Objectives for quality and process
performance are established and
based on the needs of the customer,
regulatory requirements, and organizational expectations. Quantitative
measures of process performance are
analyzed, and variation can be identified and corrected to prevent future
occurrences.
The performance data collected
is consistent and complete so that
it can support fact-based decision
making.
■■ Some of the key objectives of this
phase include:
■■ Focusing on end-to-end integration
of business processes by getting the
hand-offs right;
■■ Standardizing processes from
agreed upon best practices;
■■ Analyzing common measures and
processes to make decisions; and
■■ Reinforcing an organizational
culture around remediation that
focuses on customer experience,
regulatory compliance, and
organization performance.

LEVEL 5
Optimizing the
Remediation Framework

LEVEL 4

■■
■■

Managed Remediation
Framework

■■

LEVEL 3

■■

Defined Remediation
Framework

■■
■■

LEVEL 2
Remediation Framework
Initiated

LEVEL 1
No Remediation
Framework

■■
■■
■■
■■

■■
■■
■■

■■
■■
■■
■■

L EV E L F IVE

Optimizing the Remediation Framework
When an organization has reached this
level of maturity, their focus is on continually improving remediation performance
through technological and operational improvements. Processes are well established,
followed, and institutionalized. The remediation process is meeting quality, timeliness, and cost targets. Quality and performance targets are continuously being tuned
through techniques such as Six Sigma,
Kaizen, or other industry proven process
improvement methodologies.
Some of the key objectives of this phase
include:
■■ Establishing KPIs that align to business
strategies;
■■ Enhancing the root causes analysis of
issues to improve controls and reduce
remediation volumes; and
■■ Identifying and deploying incremental

improvements that result in quantifiable
results.
The maturity model is an effective tool to
develop a road map and measure progress,
however the model can find resistance at
the higher levels. This resistance comes
in the form of cost vs. benefit debates and
model interpretation issues. Typical concerns that will likely arise when pushing
to levels four and five are that it costs too
much, the benefits are not seen, other institutions may not be doing it, and whether it
is an expectation by regulators.
Maturity Levels two and three are where
many organizations will likely believe
the optimal cost/benefits balance resides.
These levels help prevent disasters and
gain control in the way work is performed
in an organization. There is an organizational expectation and understanding,
transparency into the process, and a demonstration of commitment to effectively

remediating operational issues causing
customer harm.
When making the business case for levels four and five, there are limited quantitative studies on the return on investment,
especially in the banking industry. However,
Raytheon published a study1 in 2012 advocating a level five maturity by illustrating
concrete benefits they experienced with a
level five organization:
■■ On time deliverables > 99%
■■ 56% Requirements volatility improvement
■■ 4% Cost Performance improvement
■■ 11% Defect Containment Improvements
While some organizations may find level
three adequate to meet expectations, organizations that reach level four and five can
differentiate themselves from their peers by
managing quality and process performance
objectives to recover customer confidence
and reputation, mitigate or minimize the
losses, and ensure regulatory compliance. ■
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Continued from page 5
1. Make 100% remediation everyone’s objective: A best-in-class

capability will have the right incentives to break down silos
and build organizational focus on remediating customers accurately and timely.
a. R
 ecommendation: Identify shared metrics around quality,
cost, overall performance, and timing for cross-functional
accountability (e.g. Total Cost of Recovery, Total Time of
Recovery, % of Issues Satisfactorily Resolved, and Remediation Accuracy).
b. Caution: Be cautious of underweighting quality and overweighting time and cost metrics. A balanced focus will decrease the long-term total cost and time of remediations.
2. Prioritize requirements and data quality: Comprehensive
requirements management and quality reviews are a staple
in a best-in-class process to prevent poorly vetted remediation solutions.
a. Recommendation: Secure dedicated resource time from
key subject matter experts.. Delegating requirements and
quality issues to junior staff increases the probability of
incomplete requirements and quality errors.
b. Caution: Be cautious of language interpretations resulting in incomplete requirements. One common example
is the calculation of days (e.g. business or calendar, start
and stop triggers).
3. Do not underestimate the complexity, cost, and time: Early
in the process maturity when there is limited historical data
for forecasting, it is common to underestimate costs, time,
and complexity.
a. Recommendation:Planning in segments (e.g. root cause
analysis, population impact, customer recovery, etc.) will
challenge the assumptions around high-level estimates.
b. Caution:Reward the sound estimation over team bravado
for sustainability. Resources will compensate for poor estimation with long hours, weekends, and other unsustainable
heroic efforts.
4. Commit to the process: Cutting corners in the spirit of efficiency and urgency tends to result in downstream issues that
negatively impact customer experience, increase losses, and
risk regulatory compliance.
a. Recommendation: Establish clear check points that require a
set of defined deliverables to ensure each remediation phase
has been fully completed before moving to the next phase.
b. C
 aution: Process commitment is sustainable when it is flexible for unique scenarios. The remediation process should be
designed to effectively handle exceptions (e.g. remediating
an SCRA impacted population while other populations are
in assessment).
5. Credibility is in the details and documentation: It is essential
to produce documentation that demonstrates the root-cause
analysis is correctly identified, mitigating controls are implemented, and customer harm is remediated fully and accurately.
Some benefits include evidence of compliance, learning opportunities, and enabling inspection for continuous improvement.
a. R
 ecommendation: Clearly communicate the required work-

papers, authors, and timing of deliverables with templates
and examples to set a standardized documentation approach.
b. Caution: Over documenting will produce diminishing
returns. Identify the work papers needed for reviews by
regulators, audit, and quality control before dictating documentation requirements.
Achieving a best in class Customer Remediation Capability
will typically be a multi-year transformation journey for most
organizations. Organizations can develop a road map to a bestin-class target state by conducting an assessment against their
current state processes using the Capability Maturity Model.

Final Remarks:
By 2020, customer experience will overtake price and product as
the key brand differentiator. Developing a best-in-class remediation process that effectively responds to operational issues causing
consumer harm demonstrates how a financial institution thinks
about their customers. This process will be a differentiating capability to protecting the customer experience and recovering
consumer confidence when issues arise.
This is no easy undertaking as institutions seek to implement
standardized remediation processes across multiple business lines
and geographies while trying to manage existing and emerging
risks in an evolving business and regulatory environment. Activities
such as data conversions, platform integrations, new products,
data security, and process gaps can all create operational issues
that lead to complex remediation impacting tens of thousands
of customers and create millions of dollars or more of losses.
As regulators increase their scrutiny and customer experience
becomes a top initiative across the industry, the best-in-class remediation process will protect customers and recover their confidence
by identifying operational issues and their true root cause, implementing mitigating controls that are effective and comprehensive,
and remediating harm fully, accurately, and timely. ■
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